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For years, U.S. officials and security experts warned that cyberattacks were increasing in 
frequency and severity.   This year, however, that trend hit a speed bump.  The Wall Street 
Journal reported last week that the threat of Russian ransomware attacks on U.S. organizations 
“appears briefly to have slowed.”  

Several factors contributed to this brief respite.  Most importantly, the Russian war in Ukraine 
physically displaced hackers.  Sanctions and law enforcement have also complicated getting a 
payout.  The brightened spotlight of government scrutiny may have convinced some threat actors 
to hit the pause button even when not directly affected.

Ransomware remains prevalent.  In 2021, Kivu responded to more than 40 ransomware variants, and new variants continue to 
surface.  Kivu expects many threat actors to adapt and return.  In recent weeks, Kivu observed malicious activity picking up the 
pace since the lull first observed in late winter.  

With a potential resurgence on the horizon, here are a few of the threat actors for consideration that Kivu recently observed:

REvil.  After months of inactivity, REvil has returned.  In 2021, REvil achieved infamy with attacks on U.S. critical 
infrastructure companies and the systemic exposure of the Kaseya breach.  Intense scrutiny from law enforcement, 
which ultimately produced sanctions and an indictment against two REvil operators, brought REvil to the point of 
shutting down operations.  Then in January, Russia announced that it had arrested the REvil ransomware group.  

Yet despite its tumultuous history, REvil has surfaced again.  REvil’s infrastructure has appeared back online, and 
researchers confirmed significant overlap between the new and legacy REvil malware.  Kivu expects REvil to be 
targeted, sophisticated, and seek high value demands. 

Conti.  Before Russia invaded Ukraine, Conti was a prolific ransomware threat, with proceeds estimated at $150 
million.  Following the Russian invasion, Conti continues to victimize organizations without regard to a victim’s 
profile, including attacking companies in critical infrastructure industries such as healthcare, energy, and technology.  

Conti is equally brazen in its rhetoric and attacks, which has brought the scrutiny of governments and law 
enforcement.   Conti’s widely reported and devastating attack on the government in Costa Rica brought enormous 
attention, culminating in a $10 million reward offered by the U.S. Department of State for information identifying 
Conti’s leadership.  

While one recent report claims that Conti has now shut down operations, potentially to evade law enforcement 
blowback, the criminal organization continues to post victims on its blogs and remains active.  Even if Conti 
shuts down, it is not expected to go away.  Instead, Conti may partner with other smaller ransomware gangs, and 
potentially already has a working relationship with Hive.  

LockBit.  LockBit continues to be prolific and carries out hundreds of extortions every year.  Kivu has observed 
LockBit as highly opportunistic and persistently targeting a broad range of victims regardless of industry and size.  
LockBit operators also use varied methods to compromise a network, and its revised version LockBit 2.0 variant 
targets both Windows and Linux-based systems.  In February, the FBI issued an alert on Lockbit 2.0 that provided 
indicators of compromise to help organizations stay ahead of this threat.  However, Lockbit continues to evolve.  
Following the FBI’s alert, a new variant Lockbit 3.0 recently emerged, likely with fixes to coding and even more 
formidable.  
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Data Extortion Only.  While some threat actors use a combination of data exfiltration and 
ransomware to extort victims, others rely solely on data theft. Silence and Shiny Hunters are 
two groups that have recently succeeded in forcing large payouts by capturing hundreds of 
gigabytes of sensitive data.  Once data is exfiltrated, threat actors will pressure the company 
for payment, and may even announce the breach to customers, employees, or the public.  
However, without the impact of an operational interruption, data theft extortions have a 
greater chance of drawing less attention.

Looking Forward

The current climate and government response have made life harder for ransomware criminal gangs, but they still hold the 
advantage.  Kivu expects further evolutions of capabilities, sophistication, and tactics.  

Organizations have a choice – they can prepare for failure or simply fail to be prepared.  Preventative measures, like multi-factor 
authentication, endpoint detection and response, and privilege access management have become “must have’s” for defending 
against ransomware.  In addition, companies must create and test an incident response plan to account for evolving ransomware 
tactics.  By monitoring threats, testing resilience, partnering with law enforcement, and leveraging the right expertise, companies 
can brace for cyber incidents and be prepared for the next unknown. 

Contact us to learn more at 
info@kivuconsulting.com

Kivu is a leading global cybersecurity firm dedicated to offering best-in-class cybersecurity services. 
Since 2009, Kivu has been providing a full suite of services covering the entire incident lifecycle, 

specializing in the forensic response to cyberattacks and ransomware incidents.

If you are experiencing a suspected active data incident, contact us at 
incidentresponse@kivuconsulting.com or call

 +1 855.548.8767 (United States) or +44 203.997.8334 (Europe).
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